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Forensic Scanner – Document 
Examination 

The VSC40 provides comprehensive facilities for examining: 

 

● UV activated fluorescent features and fibres 
● Infrared activated anti-Stokes fluorescent features 
●Watermarks and metallic strips 
● Variations in the infrared absorption and reflectance of inks 
and ‘IR drop out’ inks 
● Retro-reflective images 
● Variations in the infrared luminescence of inks 
● DOVDs, holograms and kinegrams 
● Surface features such as embossed stamps, intaglio printing 
and paper texture using oblique lighting 
● Paper quality, by assessing the level of paper fluorescence 
● Print quality, using high magnification up to x43 (approximate, 
on-screen) 
● ICAO coded data 
● Invisibly embedded information (IPI) 

 



Islamic Azad University 



Islamic Azad University 
 



Document Fraud Samples 

• Bangladesh – National University – Gazipur 

• China – Bachelor 

• Iraq – Medical Degree 

• India - Panjab University, Master of Arts 

• Russia -Irkutsk State Technical University, Specialist Diploma 

• Philippines - University of the Philippines – Dilliman, Bachelor of 
Science in Physical Therapy 

• Uganda – Makerere University – Bachelor of Business 
Administration  



There are differences in the 
following areas: 
 
• School logo (shading is 

different) 
• Entrance requirement (the 

entrance requirement is 
incorrect on the fraud) 

• The signatures are different 
despite being issued around 
the same time 

• The format and typeface of 
the course table is different 
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China 
A typical bachelor degree document from PR China around the year 2000:   
It can be recognized by the Ministry of Education, or another level of ministry of PR China or the provincial government. 
 
It is thick paper and should have a semi waxy feel.  It is usually placed in a synthetic booklet style with clear thick 
plastic on part of the inner cover. 
 
On the left side of the “booklet”:   

The emblem has red curtains which are quite defined as is the gold windows/pillars. 
The type of degree is indicated (i.e. bachelor degree certificate). 
In brackets, it will normally state either an Ordinary Higher Education Benke Graduate or an Adult Higher 
Education Benke Graduate. 

 
On the right side of the “booklet”: 

Gold border 
Watermark in gold学士学位 all across the page 
There is a photo of the student usually with a dry ink seal or steel embossed on part of the picture, otherwise 
there should be a dry ink seal or steel emboss on the right side of the degree. 
The name, gender, date of birth sometimes with the day is identified.  As well, it states the year of entry and exit, 
what the institution, area of major, duration of the benke, the successful completion of education with stipulations 
in the Regulations on Academic Degrees in the People’s Republic of China, and the type of degree awarded (i.e. 
Bachelor of Engineering). 
The institution name. 
The president and/or Chairman of Academic Degree Committee signature(s). 
Year/Month/Date of awarded credential. 
Diploma number:  xxxx. 
Size approximation:  vertical 16.4 cm X  horizontal 23.4 cm. 
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Documents from Iraq 

• Environment: 

• Through violence and war educational facilities were burned, looted and 
vandalized, and documents were lost 

• People left Iraq in a hurry for safety 

• Communication with institutions was often difficult or impossible 

• Who is to know what’s true? 

• Credential: 

• A Bachelor of Medicine and Bachelor of Surgery is a six-year full-time 
university degree 

• It follows twelve years of primary and secondary education 

• Marks are usually low 
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Inconsistencies in printing 
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Another Medicine Degree, 2004 















Background printing 











Iraq Now 
• Graduates are often listed on their websites 

• 73.04% would place that year’s graduate 24th 
in a class of 316: top mark was 79.1% 

 



Congratulations Real Graduate 



Panjab University – Fraudulent Doc 
• No visible watermark 

• Red ink is not printed 
but copied 

• Signatures are not 
fluid, in all likelihood 
copied or traced 

• Visible text box around 
credential title 

• Inconsistent paper 

• Proportions are off 

 



Panjab University (cont.) 
• Signatures on reverse of 

degree certificate are not 
consistent with other 
previous precedents for 
the same time period and 
department of specialty. 



Mark 
Sheets 



Mark 
Sheets 



Panjab University 



USSR Specialist Diplomas 1992-96 
• Gunnar Vaht -Head of the 

Estonian ENIC/NARIC 

 



 



Irkutsk State Technical University- 
Russia 

• Ink is new and does not 
seem consistent with 
supposed age of the 
document/template 

• Documents appear to be 
copied and scanned 

• No visible watermarks 
• This diploma was on the 

Gunnar’s list in terms of 
credible serial numbers 



University of the Philippines – 
Bachelor of Science in Physical 

Therapy 
• Client that applied to us in 2007 

• Let me know what you think of this credential? 

• Can you see any inconsistencies 

• What are your policies with respect to fraudulent documents 
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Makerere University – Bachelor of 
Business Administration 

• Applicant submitted completely manufactured 
documents 

• He never attended Makerere University 

• Errors and inconsistencies in the documents 
were quite evident (especial typographical) 

• Format and orientation of documents 
inconsistent 

 4
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• Truncated website address 
• Fictional student number 
• Typos and grammatical errors 
• Falsified signature 
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• By far one of the biggest 
giveaways was the actual 
format of the transcript.  

• The quality of the 
document was good, but 
the details were 
unfamiliar 
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Introduction 

• Characterization of Fraud in Credential 
Evaluation 

• Degree Mills/Diploma Mills credentials 

• Accreditation Mills 

• Counterfeit/Forgeries   

• Altered documents 
– Transcripts  



Diploma Mills 

• Definition from the Canadian Information Centre for International Credentials 
(CICIC) –  

– An organization that uses names of non-existent universities or establishes a university without 
proper authorization to sell documents that are not backed by appropriate study or examinations. 

• Definition from the Wikipedia:  
– an organization that awards academic degrees and diplomas with substandard or no academic study 

and without recognition by official educational accrediting bodies. The purchaser can then claim to 
hold an academic degree, and the organization is motivated by making a profit. These degrees are 
often awarded based on construed life experience. Some such organizations claim accreditation 
by non-recognized/unapproved accrediting bodies set up for the purposes of providing a veneer of 
authenticity. 

– Accreditation Mill - an organization that purports to award educational accreditation to higher 
education institutions without having government authority or recognition from 
mainstream academia to operate as an accreditor. Implicit in the terminology is the assumption that 
the "mill" has low standards (or no standards) for such accreditation. Accreditation mills are much 
like diploma mills, and in many cases are closely associated with diploma mills. The "accreditation" 
they supply has no legal or academic value, but is used in diploma mill marketing to help attract 
students 



Diploma Mills 

• Represent multi-billion dollar fraud each year 

• Three sources: United States, UK and abroad 

• Fake diplomas date back to as early as the 14th century in Europe 

• Approximately 200k+ bogus degrees and diplomas are awarded to 
customers worldwide on an annual basis 

• 2003 and 2004, the Government Accountability Office surveyed just a 
handful of agencies and found 463 federal employees with fraudulent 
degrees. 

• According to the Oregon Office of Degree Authorization, Idaho, Hawaii, 
Montana, and California have either no meaningful standards, excessive 
loopholes or poor enforcement owing to local policy or insufficient staff. 
Degrees issued by unaccredited private colleges in Idaho should be 
evaluated with great caution 

 

 

 

http://www.gao.gov/
http://www.gao.gov/


 



Institutions who do not have the authority to 
award degrees in BC  
source: http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm 

  

• Alternative Medicine Research 
Institute 

• American Liberty University 

• American University of London 
(Kingston College) 

• Armstrong University 
Asia Pacific International Graduate 
School of Management 

• Austin College 

• Bible University 

• Bircham International University 

• Brainwells University 
Brixton University 

• Canada International Education 
Center 

• Canada Princeton College 

• Canadian College of Management 
and Technology 

• Canadian Institute of English 

 

 

 

• Can-National Business College 
(formerly Canada Institute of 
Business & Technology and HGK 
International Institute of Business & 
Technology) 

• Covenant Life College 

• Distance Learning University 

• Generale Polytechnic Institute 

• Generale University 

• George Washington University Inc 

• Information University of America 

• International Academic 
Correspondence Inc. 

• Kennedy Open University 

• Manhattan University 

• Merlion International University 

• Mission Institute of Canada 

• Mission Institute of Distance 
Education 

 

 

• Neurontology University 

• Newton University 

• Rutherford University 

• Saint Michael University 

• Senior University Inc. 

• Southern College British Columbia 

• Stanton University 

• Stratford International University 

• The Distance University 

• The Open University of America 

• University Consortium International 
Inc. 

• University of Northern Washington 

• University of NorthWest 

• Vancouver University Worldwide 

• Washington College & University 

• Western Imperial College of Canada 

• Weston Reserve University 

• Windsor Education Academy, Inc. 
 

http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm
http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm
http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm
http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm
http://www.aved.gov.bc.ca/degree-authorization/institutions/unauthorized-institutions.htm


Saint Regis University (SRU) 

• Saint Regis University (SRU) 

• Diploma Mill fraud ring, operating from 1999 – 2005 

• Issued degrees based on life experience, they sold degrees and high school 
diplomas 

• SRU would sell degree unscrupulously  

• Corruption and bribery of Liberian officials allowed for the SRU to “operate” in 
Liberia with ministerial approval from the government of Liberia 

• Dixie Randock, linked to 18 other front “schools”. 

» Special thanks to Dr. George Gollin at the University of Illinois for sharing 
his presentation with me 

» Many of the slides you’re about to see were created by Dr. Gollin 

» Since 2003, Dr. Gollin has been very active in fighting against diploma 
mills 

» In fact, he had a contributing role in bringing down SRU 

 
 



 



 



 



 



Diploma Mills 

• Signs to look for: 

• Check accreditation Status 

• Don’t be fooled by sound alike names, Columbia International University,  

• Make sure graduation dates that make sense, no backdating 

• Fees, sometimes on a sliding scale 

• Experience based degrees, double credit 

• Display of certificates, awards, degrees offered 

• Check the history of the school 

• Customization of credentials with respect to specialization, names, schools 

• Gaudy ads, spam advertisements, stock photography 

 



Accreditation Mills 

• According to the English Terminology Guide 
produced by CICIC: 

• An organization that awards accreditation to 
institutions without requiring them to meet 
appropriate quality standards, lacking any 
review of activity, and without any 
requirement for subsequent periodic review. 



Entity Location 
Accelerated Degree Programs   
Accrediting Commission International Based in Arkansas 
American Association of International Medical Graduates   

Association for Online Academic Excellence Possibly based in Wales 

Association of Christian Colleges and Theological Schools Based in Virginia 

Central States Council on Distance Education 4401 Connecticut Avenue NW, Suite 205, Washington DC 20001 

Distance Graduation Accrediting Association   

Distance Learning Council of Europe   
Education Accrediting Association Idaho 
European Accreditation Board of Higher Education Schools France, Belgium, UK 

European Council for Distance & Open Learning   

Expressive Psychology Association   
International Association of Universities and Schools Based in Switzerland 

International Education Ministry of Accreditation Association   

International University Accrediting Association based in California 

National Board of Education Liberia, also Washington DC 
Southern Accrediting Association of Bible Institutes and Colleges   

United Congress of Colleges Ireland, UK 
US-DETC Nevada (Note: Not to be confused with the legitimate DETC, based in Washington DC.) 

Verity College Illinois, Michigan Note: A test-prep entity, not a college. 

Virtual University Accrediting Association based in California 

World Association of Universities and Colleges Based in Nevada 

World Council For Excellence in Higher Education (WCEHE)   



Top 10 U.S. States (Verifile Ltd.) 

• California, 134 

• Hawaii ,94 

• Washington, 87 

• Florida, 57 

• Texas, 53 

• New York, 44 

• Louisiana, 39 

• Illinois, 29 

• Nevada, 29 

• Arizona, 28 

 



 



 



 



Diploma Mills 

• Resources: 

• Washington: 
http://www.hecb.wa.gov/AboutOurSystem/MaintainingStandards/ConsumerProtection/Diplo
maMills 

• Oregon Student Assistance Commission Office of Degree Authorization - 
www.osac.state.or.us/oda/diploma_mill.html  www.osac.state.or.us/oda/unaccredited.aspx 

• Michigan - http://www.michigan.gov/documents/Non-accreditedSchools_78090_7.pdf 

• Maine - http://www.maine.gov/education/highered/Mills/IdentifyMills.htm 
Accredibase - http://www.accredibase.com/  

• Diploma Mill Police (Get Educated) -http://www.geteducated.com/diploma-mill-police 

• CHEA: http://www.chea.org/Research/CHEA%20Fact%20Sht%206%20Diploma%20Mills.pdf 

• Hawaii: http://hawaii.gov/dcca/ocp/udgi/regulation 

• NAFSA: http://www.nafsa.org/_/File/_/ie_janfeb11_fraud.pdf 

• http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf 

• Ontario College of Teachers - http://www.oct.ca/publications/PDF/capsle_e.pdf 

http://www.hecb.wa.gov/AboutOurSystem/MaintainingStandards/ConsumerProtection/DiplomaMills
http://www.hecb.wa.gov/AboutOurSystem/MaintainingStandards/ConsumerProtection/DiplomaMills
http://www.osac.state.or.us/oda/diploma_mill.html
http://www.osac.state.or.us/oda/unaccredited.aspx
http://www.michigan.gov/documents/Non-accreditedSchools_78090_7.pdf
http://www.michigan.gov/documents/Non-accreditedSchools_78090_7.pdf
http://www.michigan.gov/documents/Non-accreditedSchools_78090_7.pdf
http://www.maine.gov/education/highered/Mills/IdentifyMills.htm
http://www.accredibase.com/
http://www.geteducated.com/diploma-mill-police
http://www.geteducated.com/diploma-mill-police
http://www.geteducated.com/diploma-mill-police
http://www.geteducated.com/diploma-mill-police
http://www.geteducated.com/diploma-mill-police
http://www.chea.org/Research/CHEA Fact Sht 6 Diploma Mills.pdf
http://hawaii.gov/dcca/ocp/udgi/regulation
http://www.nafsa.org/_/File/_/ie_janfeb11_fraud.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.cicic.ca/docs/CHEA-UNESCO-degree_mills_statement.en.pdf
http://www.oct.ca/publications/PDF/capsle_e.pdf
http://www.oct.ca/publications/PDF/capsle_e.pdf


Diploma Mills 
• Diploma Mills are illegal in these states: 
• Florida-In order to be claim a degree either verbally or on paper (i.e. resumes and job applications), a person’s diploma must 

meet certain qualifications set by the state. 

• Illinois-People may not use diploma mill degrees to obtain employment, get a promotion, get a raise, or apply to college. 

• Indiana-It is illegal to use an invalid doctorate degree, either orally or in writing, when attempting to get business or perform 
a business related job. 

• Oregon-Diploma mill degrees may not be used in Oregon. Unaccredited degrees may be used if the following disclaimer is 
included on all correspondence (resumes, business cards, etc): "(Name of school) does not have accreditation recognized by 
the United States Department of Education and has not been approved by the Office of Degree Authorization." 

• Maine-Diploma mill degrees may not be used to apply to college, obtain employment, get a raise, get a promotion, or in use 
relation to any business. 

• Michigan-Diploma mill degrees may not be used to apply to college, obtain employment, get a raise, get a promotion, apply 
for a loan, or in use relation to any business. 

• Nevada-It is illegal for people to use degrees that they did not earn or degrees that are granted based on 10% or more of the 
recipient’s life experience. 

• New Jersey-Diploma mill degrees may not be used in relation to businesses, trades, professions, and occupations. 

• North Dakota-People may not use a diploma mill degree to apply to college, obtain employment, get a raise, get a 
promotion, or in use relation to any business. 

• Texas-It is illegal to use fraudulent or substandard degrees to advertise or promote business, obtain employment, obtain 
licensing or certification to practice business, get a promotion or other benefit, get a raise, gain admission to an educational 
program, or gain a government position with authority over others. 

• Virginia-People may not use diploma mill degrees in relation to any business, trade, profession, or occupation. 

• Washington-Diploma mill degrees may not be used to advertise or promote business, obtain employment, obtain licensing 
or certification to practice business, get a promotion or other benefit, get a raise, gain admission to an educational program, 
or gain a government position with authority over others. 
 

 

 



Diploma Mills 

• CBS story that ran in 2007: 
• http://www.cbsnews.com/2100-18563_162-616664.html 

• Recent story, 12 Michigan Police Officers who 
bought degrees from Almeda University: 

• http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-
bought-by-officers 

http://www.cbsnews.com/2100-18563_162-616664.html
http://www.cbsnews.com/2100-18563_162-616664.html
http://www.cbsnews.com/2100-18563_162-616664.html
http://www.cbsnews.com/2100-18563_162-616664.html
http://www.cbsnews.com/2100-18563_162-616664.html
http://www.cbsnews.com/2100-18563_162-616664.html
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers
http://www.wxyz.com/dpp/news/local_news/investigations/fraser-police-department-facing-controversy-over-degrees-bought-by-officers


Diploma Mills 
• Laura Callahan, she was the former senior director at the US 

Department of Homeland Security 

• She resigned after an investigation revealed that she obtained her 
academic degrees from a diploma mill. She was also involved with an 
event that released thousands of email messages to be released.  

• Ms. Callahan’s credentials are from Hamilton University, a known 
diploma mill in Wyoming.  

• She says she was fooled into believing that her institution was 
accredited, she was placed on administrative leave  in 2003 and was 
still earning her 6-figure salary until she was forced to resign in 2004 

• Hamilton University - link 

• Eight years later, she went back to school and earned her Bachelor 
and Master Degrees, and is now a PhD. Candidate. 

• Where is she now: link 

 

 

http://www.cbsnews.com/video/watch/?id=654890n
http://www.wnd.com/2011/07/323373/


High Level Resignations 

• (2007) Marilee Jones – Dean of Admissions at 
MIT 

• "I misrepresented my academic degrees when I first applied 
to MIT 28 years ago and did not have the courage to correct 
my resume when I applied for my current job or at any time 
since," Jones said in a brief statement. She first worked as an 
administrative assistant at the school and steadily rose to 
become dean of admissions. 



High Level Resignations 

• (2006) David Edmondson – Former President 
and CEO of RadioShack Corp. 

• "At this time the board and I have agreed that it is in the best 
interest of the company for new leadership to step forward so 
that our turnaround plan has the best possible chance to 
succeed, as I know it will,"  



Canterbury University 

• Canterbury University in the United Kingdom (not to be confused with the 
University of Canterbury in New Zealand or Canterbury Christ Church 
University in the United Kingdom) is an example of a diploma mill that 
ICES was recently asked to evaluate. 

• Website:     
• Canterbury University is governed by the British Law of Private Universities issued in 

England in 1988. Moreover, the university complies with the British Educational regulations 
and has obtained ISO 9001 in July 1994. Our university is certified by the Colleges Union 
Council in Ireland and internationally certified according to the International law of the 
Hague Convention on October 5, 1961 through UNESCO (United Nations Educational, 
Scientific and Cultural Organization). Further, our university is recognized in many countries 
around the world without any requirements. Thus, the certificate issued by our university 
is certified by the US Secretary of States, Irish Foreign Ministry and Embassies in these 
countries.   
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Counterfeit Degrees 
• Criminal Code of Canada 

• Forgery 

• 366. (1) Every one commits forgery who makes a false document, knowing it to be false, with intent 

– (a) that it should in any way be used or acted on as genuine, to the prejudice of any one whether 
within Canada or not; or 

– (b) that a person should be induced, by the belief that it is genuine, to do or to refrain from doing 
anything, whether within Canada or not. 

• Making false document 

• (2) Making a false document includes 

– (a) altering a genuine document in any material part; 

– (b) making a material addition to a genuine document or adding to it a false date, attestation, seal or 
other thing that is material; or 

– (c) making a material alteration in a genuine document by erasure, obliteration, removal or in any 
other way. 

• Punishment 
• (1.1) Everyone who commits an offence under subsection (1) 

– (a) is guilty of an indictable offence and liable to imprisonment for a term of not more than 10 years; 
or 

– (b) is guilty of an offence punishable on summary conviction. 
 

 

 



 



Testimonial from a fraudster 
• The young project manager for an international investment firm named 

herself "Shirley" Li. At age 29, Li pretty much has it all: a well-paid job, a 3-
million-yuan, two-bedroom apartment and a handsome man she actually 
loves. If everything goes according to plan, they will marry this October. 
Everything is just perfect, except one thing. 

• From morning to night, Li lives in fear of that one thing, and no amount of 
material acquisitions will relinquish that fear. 

• "I hope no one ever finds out," she said. "I can't forget the many times I 
woke up at night from a nightmare that people around me found out I had 
a fake foreign degree.“ 

• Link 

http://special.globaltimes.cn/2010-03/511238.html


Canadian Credential Fraud 

 

 

 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



 



Challenges and Impact 

• Detection 

• Increasing sophistication of technology 

– Photoshop future edition – is able to fix blurry photos, Adobe has a 
working prototype that can fix blurry images based on something 
called ‘blur kernels’. Where they’ve created actual logarithmns to 
calculate the speed, angle, pattern of camera shake.  

• Three main sources: United States, UK and abroad 

• Serious risk for undermining the value of real degrees 

• Often times, this type of fraud is masked and euphemised as “errors in 
resume”.  

 



Challenges and Impact 

• Finland – November 2011 

• National Supervisory Authority for Welfare and Health (VALVIRA) 

• Competence review of all doctors with medical degrees outside of the EU and EEA 
countries, which applies to approximately 500 of Finland’s 24,500 licenced doctors. 

– VALVIRA will be asking foreign universities for confirmation of former students’ studies. 
The cost of the investigation is expected to be in the tens of thousands of euros, and will 
affect the authority’s activities for several months to come. 

• Complaint from daughter of a patient under the care of Esa Laiho who died after 
being sent home from the hospital under Laiho’s care, 49 who has been practising 
medicine in Finland for 10 years.  

• Earned his credential from Ross University, a subsidiary of DeVry University, a for-
profit institution located in Dominica 

• He later admitted that indeed his credentials were fake, they were acquired 
through a Russian mediator and cost $10,000. 

 



Challenges and Impact 
Ander Behring Breivik 
 
On July 22, 2011 Mr. Breivik calculated and 
executed two attacks in Norway. First he 
bombed the government buildings in Oslo 
killing 8 people and injuring 209 then went on a 
mass shooting spree at a youth camp, killing 
69 people, mainly teenagers. 
 
Where’s the link? 
 
From 2003-2006 he ran a very successful fake 
degree/diploma business earning him 
approximately 4m Norwegian Kronor (approx. 
$700,000CDN) 



Challenges and Impact 

• It’s not just about fake degrees 

 



Challenges and Impact 
 

Extracting Information  
– Verification, program information, grade scales, credit totals, clarification, 

etc… 

– Correspondence with institutions, organizations and government bodies 
abroad can be difficult due to several factors:  

• Lack of information (school closed, records transferred, country no longer 
exists) 

• Lack of cooperation 

• Language barriers  

• Inability to access appropriate contact information    

• Red tape 

• Procedural constraints and restrictions 

• Political strife / war 

 



The Internet is a Scary Place, but I 
love it. 

• Use these tools to uncover more information: 

– Linkedin 

– Facebook 

– Youtube 

– Wayback Machine 
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Mr. Hur, 
 
Thank you for your email.  Mr. Romanich is no longer affiliated with Lindenwood University.   
 
Sincerely, 
 
Mr. Finnegan 
Dean of Academic Services 
 
From: Roger Hur [mailto:Roger_Hur@bcit.ca]  

Sent: Friday, June 08, 2012 4:17 PM 

To: Finnegan, Barry 

Cc: Hannar, Christine; Weitzel, Jann 

Subject: Hamilton University 

 
Dear Mr. Finnegan,  
 
My name is Roger Hur, I am the manager of the International Credential Evaluation Service (ICES) 
located in Burnaby, British Columbia Canada. ICES is the provincially mandated credential evaluation 
service in BC.  
 
While doing some research, I came across this document: 
http://www.lindenwood.edu/academics/catalog/catalogArchive/2010-11Catalog.pdf and within the 
document lists a Michael Romanich, the Adjunct Professor of Business. I’m not sure if you’re aware, but 
he’s listed his Ph.D from a known diploma mill, Hamilton University.  
 
Mr. Romanich is referring to himself as a Dr. and I’m not sure that’s appropriate. Please check further if 
you wish. It may be an area of concern for your institution. I am contacting you to pass on this (what I 
believe to be) important information. 
 
Again, I can’t begin to understand or know what the  academic policies are at Lindenwood, but having 
faculty on staff with a diploma mill degree would at least be probably be frowned upon. In fact, in many 
states it is illegal to possess such a credential. Here is information from the Oregon State Office of  
Degree Authorization fyi: 
http://www.osac.state.or.us/oda/unaccredited.aspx 



 



Conclusion 
• What can we do as administrators, educators, credential evaluators? 

– Be vigilant – examine things carefully 

– Stay current – try to keep up with all the innovations in technology, education systems, 
document standards, do not rely on diploma/accreditation mill lists alone. “Diploma 
Mills are a moving target”  

– Share information amongst yourselves. 

– Consider security features in your documents, degrees, transcripts, etc. Look at tools for 
online verification.  

• Stanford University Registrar Thomas Black – introducing self-authenticating 
transcripts that incorporate PDF digital signature technology 

– Recommendations to revise policy 

• Look at creating and implementing policies around fraud and forgeries and how 
your treat those individuals 

• Contact your legal departments and consider revising statements about documents. 
We need to take these documents out of circulation  

• President Obama’s response to Diploma Mills: Link 

http://www.youtube.com/watch?v=9nIfHs0SP3A


 



Keeping It Honest 

• David Tobenkin is a freelance writer in Bethesda, Maryland.  
• Link 

• “Hampered by legal concerns, administrative 
resource limitations, and fears of bad publicity, many 
universities decline to pursue legal action against 
even egregious fraudsters. At many universities, 
enforcement efforts are also hampered because the 
institutions delegate action against students 
suspected of fraud to honor code organizations that 
are often student-run and that tend toward leniency.” 

 

http://www.nafsa.org/_/File/_/ie_janfeb11_fraud.pdf


Contact Information 

• Roger W. Hur, Manager 

• Phone: 604-454-2200 

• Toll-Free: 1-866-434-9197 

• Fax 604-435-7033 

• Email: Roger_Hur@bcit.ca 

• Web: www.bcit.ca/ices 

 


